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Abstract1

AI-enabled integrated development environments (IDEs) combine user-initiated model requests with2

background connections from platforms, extensions, experiments, updates, synchronization, recommen-3

dations, and analytics. This mixture makes claims about pre-interaction data transmission difficult to4

test. We present Xynapse IDE, a Code-OSS/Electron distribution with an adapted Continue runtime,5

YandexGPT and GigaChat adapters, and a controlled-egress architecture separating platform diagnos-6

tics, assistant analytics, service infrastructure, model calls, and other explicit operations. We construct a7

reproducible assurance case for public source commit 5f01a9fb0fdebc2a40c7843552c18aad189a0453 and an iden-8

tified Windows executable. A deterministic static audit confirmed 19/19 declared controls and recorded9

five residual online-capability boundaries: update actions, a GitHub update source, an external webview10

template, a compatibility telemetry default, and assistant startup activation. A dynamic audit used Sys-11

mon 15.21 for three independent 60-second cold starts with fresh user-data and extension directories, no12

workspace, and no interaction. Xynapse 1.108.0 produced zero process-attributed TCP/UDP events while13

remaining present in all 49 liveness samples per run. A positive control produced two events through the14

same filter. The evidence supports a narrow result: no Sysmon Event ID 3 activity attributable to the15

tested Xynapse image was observed during the tested cold starts. It does not cover model calls, Git,16

extensions, webviews, updates, DNS, differently named helpers, or packet contents. The contribution17

is a source-to-binary workflow combining machine-checkable predicates, bundle verification, runtime18

observation, positive control, and explicit scope boundaries.19

Keywords: AI-assisted software engineering; integrated development environment; telemetry; privacy; con-20

trolled egress; software assurance; reproducibility.21

1 Introduction22

AnAI coding assistant embedded in an IDEmay access substantiallymore than the text entered into a chat box.23

Depending on the interaction, it may process selected source code, repository structure, open files, compiler24

diagnostics, Git differences, terminal output, and editing history. Network behavior is therefore part of the25

security boundary of an AI-enabled development environment, not merely a user-interface preference. Even26

when remote model inference is a required function, a developer should be able to distinguish a deliberate27

model request from background diagnostics, experiments, synchronization, recommendations, updates, and28

extension analytics.29

The extensibility of modern editors makes this distinction difficult. The official Visual Studio Code doc-30

umentation states that setting telemetry.telemetryLevel to off disables product telemetry, but extensions31

may implement independent telemetry and do not necessarily follow that setting [4]. Consequently, a single32

product flag is not sufficient evidence for a distribution that bundles an AI extension. At least three sur-33

faces must be considered: the platform runtime, the embedded assistant, and the behavior of the released34

executable.35

Prior work has shown several distinct risks around AI coding and generative assistants. Code-generation36

models may reproduce sensitive information from their training data [12]; encrypted response traffic may37

leak information through observable structure [13]; and some generative-AI extensions transmit contextual38

data or identifiers [14]. AI assistance also does not guarantee secure output and may affect user confidence39

in insecure code [15]. These results do not imply that every cloud-assisted workflow is unacceptable. They40

motivate an architecture in which background and functional channels are separated and testable.41

Xynapse IDE was initially designed in the author’s master’s thesis as a Code-OSS/Electron distribution42

with an integrated assistant adapted from the open-source Continue project and with YandexGPT and Gi-43

gaChat support [1]. The thesis proposed an autonomous-start smoke test, but its included protocol was a tem-44

plate and contained neither a completed environment record nor raw observations. The present study turns45

that product requirement into a falsifiable statement tied to one public source commit and one executable.46

This work asks four research questions:47

RQ148

Which potential network channels belong to the platform, assistant, service infrastructure, model49
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providers, and explicit user operations, and which should be inactive before a user action?50

RQ251

Does the audited source snapshot implement the declared controls over platform telemetry, assistant52

analytics, experiments, synchronization, and provider activation?53

RQ354

Does a fixed 60-second cold start on a fresh profile produce process-attributed TCP/UDP events for55

the tested executable?56

RQ457

Which residual online capabilities remain outside that result and must be exposed to avoid overclaim-58

ing?59

The contributions are: (1) a controlled-egress model for an extensible AI IDE; (2) a machine-readable60

source audit that treats positive controls and scope boundaries as different evidence categories; (3) a source-61

to-binary check of the embedded assistant’s no-op analytics path; (4) a repeatable Windows cold-start exper-62

iment with process liveness and a positive instrument control; and (5) a release-oriented evidence chain from63

requirement to source predicate, bundle, executable hash, and runtime event.64

Result stated at its supported scope

For public commit 5f01a9fb0fdebc2a40c7843552c18aad189a0453 and the tested Windows build, the static audit
confirmed 19 target predicates. The dynamic audit recorded zero Sysmon Event ID 3 events in each of
three cold starts; the positive control recorded two. This supports only the scenario-specific statement
that the tested Xynapse process image created no observed TCP/UDP connection during those three
pre-interaction windows. It is not a certificate of complete network isolation.

65

2 Background and Related Work66

2.1 Telemetry in an extensible IDE67

Code-OSS uses a multiprocess architecture combining Electron main and renderer processes, a shared pro-68

cess, and a separate Extension Host [3]. This separation improves resilience and extensibility, but it compli-69

cates network auditing: a connection may originate from a shared service, a built-in extension, a webview, a70

language server, or a child process rather than from the visible editor window.71

The open Code-OSS repository and the Visual Studio Code product distribution are not identical. Mi-72

crosoft describes Code-OSS as the open-source basis from which its separately configured product is built73

[5]. A downstream distribution can therefore modify product configuration and service implementations, but74

it also inherits a complex execution model and must validate the properties of its own build.75

Visual Studio Code distinguishes crash reports, error telemetry, and usage data, links experimental rollouts76

to usage telemetry, and separately warns about extension-specific telemetry [4]. For a bundled AI assistant,77

defense in depth requires alignment among the product capability, default user setting, runtime service im-78

plementation, and assistant runtime. If one layer remains independently active, a broad claim that telemetry79

is disabled is ambiguous.80

2.2 AI assistants as context-transmission channels81

AnAI assistant differs from a conventional diagnostic client in the breadth of context potentially available to it.82

Two questions must be separated: which context is assembled for a functional request, and which information83

is transmitted in addition to that request. The first calls for context-selection interfaces and provider policy;84

the second calls for control of background channels.85

2



Xynapse IDE: controlled egress D. Khalilov

CodexLeaks demonstrates privacy leakage risks in code-generation models [12]. Perry et al. show that86

access to AI assistance does not guarantee secure code and can increase confidence in insecure output [15].87

These are model- and use-level risks rather than evidence about cold-start traffic. Their relevance here is88

to delimit the claim: suppressing background telemetry does not make model output secure and does not89

remove the need for code review.90

Network-oriented studies of generative-AI assistants have found automatic transmission of page content,91

form values, prompts, or identifiers by some extensions [14]. A browser extension and an IDEExtension Host92

are different execution environments, but the methodological conclusion transfers: configuration inspection93

should be complemented by runtime observation, and a zero-event observation should be complemented by94

a positive instrument control.95

2.3 Positioning96

This is not a complete security audit of an AI IDE. It does not evaluate generated-code quality, prompt in-97

jection, dependency-chain integrity, Electron vulnerabilities, provider retention policy, API-key protection98

in memory, or developer productivity. It studies one property: control over process- attributed outgoing99

network activity before explicit user interaction.100

The method resembles an assurance case: a general claim is decomposed into static and dynamic evidence.101

Reproducible research practice calls for preserving code, configuration, environment, and the links between102

results [16]. The supplement therefore contains the Sysmon configuration, launch and validation scripts,103

machine-readable results, source-audit output, and checksums rather than only an aggregate table.104

3 Xynapse Architecture105

3.1 Upstream foundations and author contribution106

Xynapse is a separately built distribution based on Code-OSS and Electron. The editor, Workbench, Exten-107

sion Host API, integrated terminal, and core multiprocess model originate upstream. Xynapse Assistant is108

based on the open-source Continue runtime [6]. In this paper, “engineering an IDE” refers to product ar-109

chitecture, integration, modification, build, and delivery of a fork; it does not claim original authorship of110

Code-OSS, Visual Studio Code, Electron, or Continue.111

The Xynapse-specific engineering layer examined here comprises product configuration; replacement of112

platform telemetry implementations with null objects; removal of executable Settings Sync contributions;113

changes to experiment and recommendation defaults; assistant adaptation and packaging; neutralization of114

the assistant’s shared telemetry facade; YandexGPT and GigaChat integration; a portable profile; and build115

and verification scripts. The research contribution is the testable connection between these changes and116

observed cold-start behavior.117

The public repository snapshot [2] is pinned to commit 5f01a9fb0fdebc2a40c7843552c18aad189a0453. The static118

report includes SHA-256 values for platform, assistant, build, and packaged-bundle files, allowing later audits119

to detect content changes even if paths remain stable.120

3.2 Execution layers121

The architecture has four logical layers:122

1. the editor platform, including Electron main and renderer processes, the shared process, Workbench, file123

services, and terminal services;124

2. the Extension Host, which runs Xynapse Assistant, commands, context providers, and model adapters;125

3. the webview interface for chat, model selection, editing, and result presentation; and126
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4. a local YAML configuration containing models, roles, prompts, context providers, and credential place-127

holders.128

Renderer /
Workbench
editor and UI

Extension Host
Xynapse Assistant

Provider adapter
explicit model call

Yandex AI Studio

GigaChat API

Null telemetry
renderer/shared

Local YAML
roles and context

Figure 1: Logical boundary between local runtime services and explicitly initiated model endpoints. The diagram
does not imply physical isolation of all online functions.

YandexGPT andGigaChat are implemented as provider adapters and registered in the common LLM index.129

Upper layers use a shared contract while authentication and request formatting remain encapsulated in the130

adapters. The Yandex AI Studio documentation describes REST/gRPC and OpenAI-compatible interfaces131

[9, 10]; GigaChat documents a separate authorization stage and generation API [11]. These are explicit132

remote channels. Their existence is a functional capability, not evidence of a startup connection and not a133

provider privacy certification.134

3.3 Why a distribution fork is required135

An extension can control its own requests but cannot fully replace platform telemetry implementations, the136

shared-process appender, product-level update configuration, Workbench contributions, or the built-in exten-137

sion set. A fork permits coordinated changes across these layers. The cost is continued upstreammaintenance,138

licensing notices, build-chain ownership, and repeated verification after upgrades. Controlled egress is there-139

fore treated as a versioned property, not as a permanent characteristic of a product name.140

4 Controlled-Egress Model141

4.1 Channel classes and policy142

Let the set of potential outgoing channels be143

E = Ep ∪ Ea ∪ Ef ∪ Em ∪ Eu,

where Ep represents platform diagnostics, crash and usage telemetry, and experiments; Ea assistant analytics144

and error reporting; Ef update, synchronization, recommendation, extension-gallery, and webview infrastruc-145

ture; Em model provider requests; and Eu other explicit user operations such as Git or opening an external146

link.147

Define cold-start state s0 as a fresh user-data directory, an isolated extension directory, no open workspace,148

no selected model, and no activated command or link. The tested Xynapse policy is149

egress(s0,∆t) = ∅, ∆t = 60 seconds,

where egress is operationalized as Sysmon TCP/UDP events attributed to an image named Xynapse.exe.150

This definition deliberately excludes inter-process communication, file operations, Event ID 22 DNS, system-151

process networking on an application’s behalf, and differently named child images.152

Following explicit action a, the desired policy changes to153

egress(s0
a−→ s1) ⊆ Allow(a, π),
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where π is the active configuration. A prompt submission may authorize the selected provider endpoint; a154

Git pull may authorize the configured remote. The present experiment tests only the empty set in s0, not the155

completeness of Allow.156

4.2 Threat model and protected data157

The threat model includes three sources of unintended egress: an inherited platform component that automat-158

ically contacts a vendor service; an embedded extension with independent analytics; and a build regression159

in which a disabled source path remains active in a stale bundle. It excludes a malicious operating system,160

kernel compromise, compromised Sysmon, a malicious extension installed by the user after startup, and161

model-provider behavior after an explicit request.162

Potentially sensitive data include paths, repository names, source fragments, diffs, diagnostics, termi-163

nal commands, prompts, device identifiers, and usage events. Because the cold-start scenario opens no164

workspace, it cannot establish protection of repository contents. Its value is narrower: before a functional165

need exists, the product should not establish even an observable process- attributed connection.166

The model yields six requirements: platform telemetry must be disabled at the default, product-capability,167

and runtime-implementation levels; assistant analytics must be audited separately; experiments and synchro-168

nization must not activate by default; provider registration must not imply a startup request; residual update,169

webview, and gallery capabilities must be listed; and a zero runtime trace must include both a positive filter170

control and evidence that the application remained alive.171

5 Implemented Controls and Residual Surfaces172

5.1 Platform services173

At product level, vscode/product.json sets enableTelemetry=false and the default174

telemetry.telemetryLevel=off. The first controls product capability; the second controls the initial user set-175

ting. At renderer level, the Workbench telemetry facade assigns NullTelemetryService. At shared-process176

level, the registration uses the same null service and a NullAppender array; the OneDataSystemAppender177

import is disabled. Retaining the interface while substituting a null object preserves dependency-injection178

contracts without constructing a network sender.179

The default for workbench.enableExperiments is false. The browser contribution for Settings Sync con-180

tains no executable imports or registrations. The extension-recommendation service uses delayed rather than181

eager instantiation. The last control limits proactive startup work but does not remove the extension gallery;182

it is therefore not interpreted as evidence that gallery traffic can never occur.183

5.2 Assistant analytics and source-to-bundle checking184

The assistant requires an independent audit because extension telemetry need not inherit the platform setting185

[4]. In the audited snapshot, the shared Telemetry class in core/util/posthog.ts is a no-op: capture() and186

captureError() return immediately, getTelemetryClient() returns undefined, and setup() constructs no187

client. A second TeamAnalytics factory returns undefined, so retained PostHog and Logstash implementa-188

tion classes are not selected by the current factory.189

The configuration loader retains the upstream-compatible default allowAnonymousTelemetry=true. In190

isolation this would be a conflicting signal. The IDE adapter, however, computes consent as globalEnabled191

&& xynapseEnabled; product-level opt-out propagates false into loaded configuration. The no-op facade192

remains the final sender-prevention layer even if a true value were propagated accidentally. Sentry initializa-193

tion additionally requires both telemetry consent and a team- member identity; the cold-start profile satisfies194

neither active path.195

The audit also inspects the packaged assistant bundle at resources/app/extensions/xynapse‐assistant/196

out/extension.js. It contains the corresponding no-op entry point, and its SHA-256 is recorded. This197
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closes a common source-to-binary gap in which TypeScript is corrected while a release still packages an198

older JavaScript bundle.199

5.3 Residual online-capability boundaries200

Five observed properties delimit the claim. Update check, download, installation, and restart actions remain201

registered. Product configuration contains a GitHub update source. An external URL template exists for202

webview content. The YAML loader keeps a compatibility telemetry default of true even though later gates203

and the no-op facade suppress the audited active path. Finally, the assistant declares onStartupFinished,204

making its activation part of the observed window but also a future regression point.205

Interpretation rule

These findings do not contradict the cold-start observation. They prevent the broader statements that
Xynapse is fully offline, that update functionality is removed, or that no external endpoint remains in the
code. Here, controlled egress means default denial for the tested startup state plus an explicit register
of functions requiring separate tests.

206

6 Method207

6.1 Research objects and static predicates208

The source object is public commit 5f01a9fb0fdebc2a40c7843552c18aad189a0453 on the repository’s master branch. The209

audit_xynapse_source.ps1 script accepts a source root and output path, verifies required files, computes210

SHA-256 values, and applies predicates to parsed JSON or TypeScript/JavaScript text. It does not read211

credentials or user configuration.212

Each observation has an identifier, category, file, Boolean observation, and interpretation. A control is213

a declared architecture or protective property. A scope‐boundary is a residual capability that must be found214

to constrain the claim. Thus, 5/5 boundaries does not mean that five defenses passed; it means that five215

limitations were detected as expected.216

Table 1: Static-audit groups and interpretations.

Group Predicate Supported interpretation

Product enableTelemetry=false; default
level off

Platform telemetry is disabled at
capability and default levels.

Renderer Workbench delegates to
NullTelemetryService

Renderer callers retain the interface
without an active sender.

Shared process NullTelemetryService and
NullAppender

The shared telemetry path has no active
appender.

Experiments workbench.enableExperiments=
false by default

Online experiments are not enabled by
default.

Settings Sync no executable contribution
registrations

The browser contribution does not
launch a sync workflow.

Recommendations delayed service instantiation The service is not created eagerly;
gallery removal is not claimed.

Providers yandex_gpt and gigachat classes and
index entries

The two model adapters exist and are
registered.

Assistant source no-op capture/client and undefined
provider factory

Primary analytics entry points construct
no sender.
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Group Predicate Supported interpretation

IDE/config gate global AND extension consent; false
propagation

The assistant inherits product opt-out in
the audited path.

Packaged bundle matching no-op entry point and
recorded bundle hash

The release bundle contains the audited
assistant behavior.

Boundaries update, webview, compatibility
default, startup activation

Residual online surfaces are identified
rather than hidden.

The static script evaluates 19 control predicates and five boundary predicates. Predicates cover the product217

JSON, renderer and shared-process telemetry services, experiment defaults, Settings Sync contribution, rec-218

ommendation lifecycle, provider classes and registration, assistant telemetry source, IDE-to-assistant consent219

propagation, Sentry gating, and the packaged bundle. The public Git commit identifies the source snapshot;220

the binary and bundle hashes identify the tested artifacts. This does not prove a fully reproducible build,221

because the study did not rebuild the executable from a clean machine and compare byte-for-byte identity.222

6.2 Dynamic instrument and environment223

The dynamic audit uses Microsoft Sysmon 15.21 and Event ID 3, documented as a network-connection event224

for TCP/UDP connections [7, 8]. The XML configuration filters images ending in Xynapse.exe. Process-225

attributed events reduce unrelated host noise compared with a host-wide packet capture, but do not reveal226

HTTP payloads and do not cover differently named helper executables or Event ID 22 DNS.227

The experiment ran on August 13, 2026, on Microsoft Windows 10 Pro 10.0.19045. The tested portable228

executable was Xynapse 1.108.0, 210,825,216 bytes, SHA-256 20e1208038440b7795ecd9d4365a42ae961a87b20f8ff84f167229

306b2f50a447b.230

Three independent runs used newly created user-data and extension directories. The application started231

without a workspace. The operator did not open chat, select a model, invoke Git, open the extension gallery,232

activate a command, follow a webview link, or invoke the updater. Each observation window lasted 60233

seconds. The processes were then stopped and events exported to CSV and JSON.234

Once per second, the script queried for processes namedXynapse. Because the CIM query itself consumed235

time, each run yielded 49 samples. For run r,236

Lr =
npresent
r

nsample
r

, Nr = |Er|,

where Lr is the fraction of samples with at least one live Xynapse process and Nr is the number of filtered237

Event ID 3 observations. Acceptance was defined before interpretation as238

∀r ∈ {1, 2, 3} : Lr = 1 ∧Nr = 0.

The liveness term is necessary because zero network events from an application that exited immediatelywould239

not support autonomous startup. Unique process identifiers were also counted to document multiprocess240

execution.241

6.3 Positive control and data minimization242

A zero result can be caused by a faulty Sysmon rule. For a positive control, the system curl.exe was copied243

under the name Xynapse.exe and invoked against https://example.com/. This is not a product test; it is a244

test of the instrument path “Image ends with Xynapse.exe.” Success required exit code zero and at least one245

Event ID 3 observation.246

The host used a local proxy, so Sysmon recorded a pair of TCP events involving 127.0.0.1 and247

kubernetes.docker.internal. An external destination is unnecessary for validating the image filter; the248
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relevant fact is that the network call by a process with the tested name was observed. The proxy limits249

interpretation of destinations but does not change the zero count in the product runs.250

The procedure captured no API keys, prompts, user settings, or packet payloads. The supplement includes251

XMLconfiguration, PowerShell scripts, aggregate JSON/CSV, positive-control data, source-audit output, and252

checksums. Temporary user-data directories are excluded.253

7 Results254

7.1 Static audit255

All 19 control predicates returned observed=true; all five expected boundaries were also found. The current256

code is stronger than the early thesis prototype description in several places: renderer and shared-process257

telemetry use null implementations, and the assistant no-op facade appears in the packaged bundle. Con-258

versely, a broad statement that update contributions were removed is not supported: manual update actions259

and a GitHub source remain.260

This illustrates why a machine-readable audit should be designed to narrow claims as well as confirm261

them. A search limited to expected NullTelemetryService strings would miss update and webview surfaces262

and could create a false impression of full network isolation.263

7.2 Cold-start observations264

Table 2: Results of the three cold-start runs.

Run Window (s) Samples Present Unique PIDs Event ID 3

1 60 49 49 11 0
2 60 49 49 11 0
3 60 49 49 11 0

Total 180 147 147 – 0

For every run, Lr = 1. Each run observed 11 unique Xynapse process IDs, consistent with a multiprocess265

Electron application. The counts of all, initiated, and initiated-external events were zero. The acceptance266

criterion was therefore met in all three windows.267

The positive-control command exited with code zero and the filter recorded two TCP events. The zero268

result in the main series is therefore not explained by Sysmon Event ID 3 being globally disabled or by a269

completely nonfunctional image-name condition. This control does not rule out missed event types and is270

not a substitute for independent packet capture.271

Exact empirical statement

On Windows 10 Pro 10.0.19045, the identified Xynapse 1.108.0 executable remained present through-
out each of three independent 60-second windows with fresh user-data and extension directories, no
workspace, and no user action. No Sysmon Event ID 3 event was observed for an image named
Xynapse.exe. The same image filter recorded two events in a separately labelled positive control.

272
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8 Discussion273

8.1 Value of combining static and dynamic evidence274

The static audit explains why a quiet cold start is expected: null platform telemetry services, a no-op assis-275

tant facade, experiments disabled by default, and no executable Settings Sync contribution. The dynamic276

audit shows that, in the tested build and scenario, these mechanisms were not bypassed by another observed277

initializer. Each form of evidence is weaker alone.278

Source inspection cannot detect a stale bundle, an unexpected build flag, or every runtime path. A run-279

time trace does not locate the controlling mechanism and does not transfer automatically to another release.280

Combining them creates the evidence chain281

requirement → source predicate → bundle check → binary hash → runtime event.

This chain can serve as a release gate: a changed audited file, packaged bundle, or executable hash invalidates282

the prior result and triggers both stages again.283

8.2 Why “controlled egress” is more accurate than “offline”284

AnAI IDEmay intentionally call a remote model. Users also expect Git, external links, extension installation,285

and sometimes updates. Prohibiting all network access either removes those functions or requires local mod-286

els and a closed supply chain. A practical goal is therefore not universal zero networking, but the absence of287

unrequested background activity and the ability to associate each allowed endpoint with an action and policy.288

The term controlled egress requires disclosure of residual capabilities. A GitHub update configuration289

calls for a dedicated update-command test covering endpoint, payload, and consent. An external webview290

template calls for a webview-opening scenario. Provider adapters call for synthetic repositories and test291

credentials so that actual payload structure can be compared with selected context without exposing secrets.292

8.3 Operational use293

Organizations handling nonpublic repositories need to answer four operational questions: which process294

established a connection; which action initiated it; which endpoint class it reached; and what context could295

have been transmitted. The present cold-start protocol answers the first and partially links it to the second.296

Even at that scope, it creates a release control that a declarative setting without a runtime trace does not297

provide.298

A production matrix should define allowlist profiles such as cold‐start, model‐yandex, model‐gigachat,299

git, extensions, and update. Each profile should specify actions, expected endpoints, and forbidden classes.300

Controlled egress then becomes a regression specification rather than a one-time demonstration.301

Supporting YandexGPT and GigaChat reduces dependence on one foreign provider, but it is not equiv-302

alent to local processing. Both audited adapters call cloud APIs. Provider choice may address contractual,303

availability, or jurisdictional constraints; actual retention and logging behavior must be checked against the304

current service terms. Provider endpoints also evolve, so an allowlist should be derived from versioned305

adapter configuration rather than copied permanently from a paper.306

8.4 Engineering lessons307

First, a source comment is not evidence: an update file may contain a comment about disabled contributions308

while executable actions remain registered. Second, domain-name search in a bundle overreports risk when309

inactive dependency code is packaged behind a no-op facade; entry-point analysis and runtime observation310

are required. Third, a zero trace without a positive control says little about the instrument. Fourth, a fresh pro-311

file prevents contamination by user settings, but simultaneously narrows external validity because installed312

extensions and a real workspace are absent.313
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9 Threats to Validity and Limitations314

9.1 Internal validity315

The study covers one machine, one operating-system build, and one executable. Three runs reduce sensitivity316

to a single transient condition but do not give a statistical guarantee against a rare timer. Sixty seconds may317

be shorter than a delayed update or recommendation job. System time, proxy state, DNS cache, and network318

conditions were not randomized.319

Sysmon Event ID 3 records TCP/UDP connections rather than HTTP semantics. An image-name filter320

misses a helper with a different executable name. Event ID 22 DNS was not enabled, and a system resolver321

may perform work in another process. The positive control validates the chosen filter path, not the complete-322

ness of host telemetry.323

9.2 Construct validity324

The broad phrase “without tracking” is not used as a measured variable. The study measures the absence of325

one event class in one state. Local logs, crash dumps, file access, IPC, in-memory identifiers, and transmission326

after user interaction are outside the metric. Likewise, 19/19 checks means that the declared predicates hold;327

it does not mean 100% security coverage.328

9.3 External validity and researcher bias329

The result cannot be transferred automatically to Linux or macOS, an installer build, another commit, a profile330

containing extensions, an open workspace, or an authenticated account. It does not characterize upstream331

Visual Studio Code or Continue. Every release requires a new artifact hash and rerun.332

The project author also designed the architecture, protocol, and interpretation, creating a risk of confirma-333

tion bias. Public source, machine-readable results, negative scope boundaries, and a positive control reduce334

but do not remove this risk. Stronger evidence requires independent replication on another machine and a335

second observation mechanism such as Windows Filtering Platform/ETW or packet capture with process336

correlation.337

10 Verification Roadmap338

The next phase should expand the scenario matrix rather than broaden the claim:339

1. independently clone and build the pinned commit in a clean Windows VM;340

2. observe idle windows of 5, 15, and 60 minutes for delayed jobs;341

3. collect Sysmon Event IDs 1, 3, and 22 and correlate ProcessGuid and parent relationships to cover dif-342

ferently named helpers;343

4. use a synthetic secret-free repository for separate YandexGPT and GigaChat runs and record endpoints344

and payload structure without credentials;345

5. test update, webview, extension, and Git actions as separate allowlist profiles;346

6. run source predicates on every commit and a network smoke test for each release candidate; and347

7. change the compatibility telemetry default to false, remove unreachable analytics implementations from348

release bundles or prove tree shaking, and isolate manual update from startup paths.349
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11 Conclusion350

This paper presented a controlled-egress architecture and reproducible cold-start assurance case for Xynapse351

IDE. The distribution combines Code-OSS/Electron, an adapted Continue runtime, null/no-op telemetry352

paths, and YandexGPT and GigaChat provider adapters. For public commit 5f01a9fb0fdebc2a40c7843552c18aad18353

9a0453, the static audit confirmed 19 target predicates while preserving five residual online capabilities as ex-354

plicit boundaries. For one identifiedWindows binary, three 60-second runs produced zero Sysmon TCP/UDP355

events under the image filter while the application remained observable; a positive control produced two356

events.357

The result does not establish that the IDE never uses a network. It establishes a narrower, release-specific358

property: a normal cold start on a fresh profile completed without an observed connection attributable to the359

Xynapse image before a user action. Publishing the boundaries next to the result makes this claim repro-360

ducible and provides a foundation for a broader action-to-endpoint regression matrix.361

Artifact Availability362

TheXynapse source is publicly available at https://github.com/jabrailkhalil/xynapse, pinned to commit363

5f01a9fb0fdebc2a40c7843552c18aad189a0453. The review supplement contains the source-audit script and JSON output,364

Sysmon configuration and scripts, three-run aggregate, positive control, minimized event exports, and a SHA-365

256 manifest. It contains no user-data directory, credential, prompt, or packet payload. A permanent public366

archive identifier will be added before publication; until then, the checksum-verified supplement is supplied367

privately to editors and reviewers.368
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